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Today’'s Webinar is Brought to you in part by...

Source Capture Optimization®

An industry leading, web-based approach to Remote Deposit Capture from any

point of check presentment: consumer, small business, merchant, corporate,
branch, teller and ATM.

Visit www.sco.fiserv.com to learn more.
. call (800) 872-7882
. email: victoria.lant@fiserv.com 5

is the world's topranked technology provider to the banking industry.
With more than 24,000 experts in 100 countries, FIS delivershost
comprehensive range of check processing solutions, including outsourced
and turnkey enterprise platform solutions for the broadest range o

financial markets, all with a singular focus! Our o2

breadth ofdistributed capture solutions include branch capture, teller ‘— I S
capture, vault capture, business remote deposit and consumer rem

deposit. Every FIS solution Has for profitability

today, andthe power to help you manage whatever comes next.
Formore information about FIgsit vwww.fisglobal.com.
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Discussion Objectives

 FFIEC Update
— Examiner Handbook (February 2010)
— BSA/AML (April 29, 2010)

* Confusion & Clarification
— Site Visits: Required or not?
— KYC: What does this mean?
— Pricing, Underwriting & Reserves — are they really necessary?

« Fact vs. Fiction: What are the Real Risks?
» Discussion of Actual Fraud

» Risk Mitigation

« RDC Risk Management Best Practices

« RDC Risk Management Evolution

Legal Disclaimer: This is not legal advice. RemoteDepositCapture.com is reporting on observations and experiences while
working directly withsolution providers, financial institutions and the various regulatory agencies. For legal advice / guidance,
please work with a competent and qualified legal representative.
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1. FFIEC RDC Risk Management Guidance released January 14, 2009
— RDC risk management process in an electronic environment
—  Focusing on RDC deployed at a customer location

—  Principles of RDC risk management discussed are applicable to:
* FI's Internal deployment — ATM, Branch, Cash Vault

» Other forms of electronic deposit delivery systems (e.g., mobile banking
and automated clearing house [ACH] check conversions).

2. Retail Payment Systems Booklet (N), (M) — February 10, 2010

3. 2010 Version of the Bank Secrecy Act/Anti-Money Laundering
Examination Manual — Updated April 29, 2010

be
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Three Pillars of the FFIEC Guidance

* Responsibility
— Senior Management
— Board

* Risk Identification &
Assessment
— Internal
— External
— Process

* Mitigation & Controls
— Planning
— Measure
— Monitor
— Report

Risk Identification

> 0“0‘
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RDC is a Delivery System

« RDC is a Payments & Data Processing & Delivery System

« Scope of implementation and exposure

« Should be incorporated into existing risk management process

« Governance, Oversight & Tactics will, and should, vary by institution
* Non-Public Personal Information

« Complexity of Risk Identification will vary
— Internal IT systems, Third-Party Solution Providers

* |nvolve relevant stakeholders

FFIEC Guidance
Mitigate
Monitor

Measure
Actionability & Sustainability

%S
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Risk Environment ldentification

» ldentify Key elements of the RDC environment
— Internal
— Third-Party
— Customer

« |dentify Responsible staff members and risk management team
— Internal Staff: Product Manager, Risk, Treasury, Sales, etc...
— External: Technology Provider, Processor, etc.

* Review:
— Volume reports ($’s and Transactions)
— Network design — at the FI, Service provider and customer
— Dataflow maps and logical system diagrams
— The risk management process
— Report review process

« Establish Relevant Contracts & Agreements

.
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Which Resources are Required?

Remote Deposit Capture
Implementation Stakeholders
Area

Senior Management
Project Management Office (PMO)

Product Management

Cash Management Sales
IT- Application Development
IT- Infrastructure/Operations

IT¢ Security

Audit

HR/Training

Procurement/Vendor Management 5SLI2aAridga | NS (KS
Operations (ACH, Day1, Day 2, Lockbox) financial institution. RDC impacts almost
Risk / Compliance all areas within an FI.

Finance & Treasury

Source; Catalyst Consulting, RemoteDepositCapture.com

53
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Scope
— Clients / Channels: Merchant, Business, Consumer, Branch, ATM, Correspondent, etc.
— Devices: MICR, TWAIN, Mobile, etc.

Locations
— domestic and international

ICL (Image Cash Letter) use and location of originators
Risks & Responsibilities as BOFD or Correspondent, etc.

Customer Documentation: Roles & Responsibilities
— Non-Public Information

Customer reports — what is included and if NPl (Non Public information) is it
highlighted as such

Technology and service providers
Clearing and settlement channels (ACH, Image, IRD)

Integration into BCP, AML/BSA, OFAC, Enterprise Information Security,
Customer Support (help desk)
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Know Your Customer

Key Information:

 Understand Business
— Finances, Customers, Processes

« Understand Deposits
— Obtain History -
— Volumes & Values of Items, deposits, returns,
— Velocity

« Use this data to custom-fit RDC
— Thresholds, Limits, Holds & Availability Schedules
— Separation of Duties, Approvals
— Functional Capabilities
— Pricing, Balances, monitor deposit & data trends.

RDC Should be customized to each individual client.

be
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System Functionality
) Dup“cate item detection Review of all risk items with metrics.
° Scanner options mgﬂ*" ;‘"*‘““D(.z“i . e s s 2
. Data Integration & Usability o ‘
* Auditlogs and event logs (MIS reporting)
« QA and IUA

* MICR & CAR/LAR Controls

* Clearing options — LCR (lowest cost routing)
Includes
rules for ACH vs.. Image and IRD

« ABA Validation routines

* Integration of
— BSA/AML systems and processes
- OFAC
— BCP (Enterprise)

* IT Security Infrastructure (SSO, rights and privileges, etc.)

relatonanip,

velume.
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Duplicate Detection should ideally be done across
all levels & accounts, channels and products.

[ evels & Accounts
User, Location, Account

Channels
*RDC Location, Lockbox, ATM, Branch, Mall
Drop, Kiosk & Inclearings, etc.

*Products

*Check and ACH (for converted items)
*Network

All banks using a specific service provider

Industry
*i3G / Fed Initiative

o
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« Use KYC to Customize
Risk Management

Risk Parameter Settings

Daily Limits
Value Limits

Volume Limits

[tem Limits

Source: FIS
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Validation Rules and Work Types

« Define Systemic Rules & Thresholds
— Image Quality

. H : Processing s
—_ Threshold
ltem type acceptance Image Qualty Anslysis 2rtive Feguire Correction sctive [T [z0
— Balancing Rules Threshold
Courtesy Amount Reco Active Il |5|:|
Werify in Bialance sctive W =top Gut O Balance active W
Submit
Duplicate tem Detection at Central Site active [
r . Require Correction -
° Targ et Fu n Ctl O n al |ty Duplicate tem Detection Active W Applies to Consumer active
Channel Cnly
by CI Ie nt G ro u p Serial Mumber active | Fequire Correction active T
Field& i Reqguire Correction i
— Excellent Customers potive ] ; petive T
Routing Transit: Allow Correction Active |7 Reguire Correction Active |_
— New Customers
. Fouting Transit: Reject US tems Active Il Reqguire Correction Active Il
— Risky Customers _ o _ . .
Routing Transit: Reject Canadian tems Active I Reqguire Correction Active I
Fielci4 active | Reguire Correction active [
Account Mumber Active W Require Carrection active [
Check Mumber active [ Reqguire Correction active [
Armaunt active W Reguire Correction active [
Ceposit Threshold Active W Reguire Correction active [
Draily Deposit User Threshald Active I
IRD Rejection active [
Source: Fiserv
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: o :o::‘
Copyright 2010, Remote Deposit Capture, LLC RDC Risk Management Update, May 2010 14 .

RemoteDepositCapture.com



S —— =

« Supervision, Monitoring and Reporting
— Review strategic planning documents and implementation procedures
— Board approval minutes and date

— Review key objectives in installing RDC
« Offensive or defensive — maintain customer deposits attract new customer
deposits, geographic
« Merchant Commercial customers, Consumer customers
» Mobile as a capture device

— Implementation model and service or technology supplier model

* Records management and customer compliance with
established guidelines

« Physical and logical security
« Accountability — separation of duties

>
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Oversight and Monitoring
Locations ) |
— Financial institution
— Vendor
— Customer

* Operational benchmarks
— Key risk metrics
— Performance metrics
« Management Review
— Who and how
— Frequency &Timeliness
— Accurate
— Point-in-time
— Trend
 RDC Product
— Individual customer
— Aggregate customers

 Type of Reports

be
*
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Vendor Management

« Selecting the “Right” Solution Provider

* Deployment Options
—  “In-House”

— “ASP / Hosted”
— View Webinar: Hosted vs. In-House Solutions

« Isvendor included in the Vendor Management Program
 Is RDC a Core Capability?
« Financial Stability
« Systemic Capabilities
« Strategic Fit for your organization
« Service Level Agreements
— Processing Timeliness, Bandwidth, Uptime
— Cutoffs, Reviews, Data Entry
— Help Desk Roles & Responsibilities
— Liabilities / Indemnity & Insurance
« Any customers using a 3" party RDC processor
«  Security, Accessibility & Reliability
— SAS 70 Type Il Certification

— Issue Resolution, Reporting
— Process / System Monitoring & Confirmations

3
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Customer location
* Physical

— Building security

— RDC System security
— Check storage ‘
— Equipment security — computers, scanners and software
— Offsite storage security and transportation if used

* Logical
— Encryption of local area networks, transmission and data storage
— Multifactor or strong authentication
— Access level controls
— Password security procedures —strong passwords

— Equipment enroliment — scanner management (SN), Software
(Unigque ID), Mobile device registration etc.)

®.
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Separation of Duties

« Split responsibilities and procedures for:

— Account set up and

— Deposit review, approvals and reconciliation at the Fl
« System security review procedures

« At the customer location separation of duties

— Capture (scan) and send deposits or for review of reports of deposits sent and for
reconciliation.

— Other controls

Q‘:O
‘e ‘0:0’
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BSA/AML & OFAC

New (April / May 2010) update to the Bank Secrecy Act/
Anti-Money Laundering Examination Manual

 New RDC Highlights

1. “Senior management should identify BSA/AML, operational,
information security, compliance, legal, and reputation risks.”

2. “Conducting appropriate customer CDD and EDD.”
3. “Obtaining expected account activity.”

« Case Studies:

— Wachovia: $160MM Fine
— Dallas Community Bank, T-Bank: $5.1MM

w5/ Ydzald o06S Ay idS3aNI

BSA risk management and reporting activities.
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Systemic & Targeted Risk Management

Enterprise Risk Management
AML / BSA / Payment Validation & Reporting

Systemic Risk System-Wide Risk Management

Management

Duplicate Detection, Image Quality / Usability
Reporting & Audit

Functionality Legal Agreements

Targeted Risk
Management

Holds, Availability,
Balance Requirements,
Customer Selection, etc.

Trend Analysis & Item / User Limits &
Patterning Thresholds

Optimal RDC Risk Management should be tailored to each end-user, location and device,
yet leverage system and enterprise risk management capabilities.

s
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Education & Training

 Education & Training T Fl associates and customers
— Most customers will want to protect themselves

« System Operation & Process
« Safekeeping & Destruction of original items

* Risks & the role of the customer and the FI g,
— Duplicate Presentment
— Information & Data
— Problem Resolution
* Periodic emails or letters to customers to remind them of their
responsibilities for: training, security, process, check retention,
endorsements, adequate safeguards for storage of checks and
account information

D g
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* Enterprise-wide BCP

« Consider
— Service Provider
— Customer service
— Contractual requirements

« Periodic testing
— With customers
— With service providers

« Customer contingency plans

« Plan for Change & Continuous Compliance
« Change Management
 Records Management

o
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RDC Deposit Fraud

Definition: Process by which criminal is able to deposit the
same legitimate or fraudulent item at several Fls, then
withdraws the funds before items are returned.

Criminals Look For Risk Management

Minimal KYC Bewarevof Customers
gK2 R2Yy QU |

No Balance Requiremer Require Balances!

No Holds Holds on New Customer:
High $$$
Immediate Availability Availability Schedules
No / High $$$ Limits $3$$ Thresholds

»
L 2
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Testing Risk Management

Risk Control / Risk | Operational | Check | Duplicate | Duplicate Value Volume Return
Type Error Kiting Error Fraud Fraud Fraud Items

Value / Volume O O

Thresholds

RDC System DD*

*Duplicate Detection

O O

CrossChanneDD*

*Duplicate Detection

IQA/1QU /
CAR/LAR

Patterning

Holds

U
U
Availabili
Schedios -

Balances

@000 Q00 0

L UL )N UK LD

Q0|00
OO0 0

Level of Risk

Management Adequacy: Y4 Circle = Minimal Ol/z Circle = Fair 6% Circle = Moderate OFuII Circle = Good

FIs should have at least 1.5 Total Circles per risk type, 2+ for Fraud Risk Types.
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Recourse Is Essential

In the worst-case scenario, how can the Fl retrieve funds?

— Availability Schedules

« Key: Provide availability to account for potential returns based upon
Client Risk Profile.

— Required Balances

« Key: Can enable FI to actually earn more revenues while also providing a
reserve against returns.

» Adds to Deposits, Capital, Liguidity, Loan Capabilities.

— Credit Relationship?
* Interesting concept, but does not enable FI to have access to funds.
« Customer already owes Fl $$3$.

— Insurance & Indemnity

®.
*
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Optimal Risk Management

10 Steps to Minimize RDC Risk:

1. Client Selection / KYC - Use Information to setup parameters.

2. User /Location /Account Parameters - Identify & Prevent Fraud &
Mistakes, manage exceptions

3. Education & Training - Most customers will want to protect themselves.
4. Functionality Restrictions — Minimize Fraud Opportunities.

5. Availability Schedules & Holds - Don’t make short-term loans, allow for
returns, effective way to deal with questionable items.

6. Positive/ Negative Databases — The data is out there!

7. Integration & Reporting — Monitor client deposit trends, integrate into
bank-wide risk management systems (AML / BSA for example).

8. Real-time Systems — Manage systems, Mitigate Risk before / as it happens

9. Balances — Competitive advantage, strengthens balance sheet, maximizes
revenues and minimizes losses.

10. Insurance & Indemnification — when all else fails.

>
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Today’s Webinar was Brought to you by...

is the world's topranked technology provider to the banking industry.
With more than 24,000 experts in 100 countries, FIS delihersiost
comprehensive range of check processing solutions, including outsourced
and turnkey enterprise platform solutions for the broadest range o

financial markets, all with a singular focus: Our e

breadth ofdistributed capture solutions include branch capture, teller ‘_ I S
capture, vault capture, business remote deposit and consumer rem

deposit. Every FIS solution Has for profitability

today, andthe power to help you manage whatever comes next.
Formore information about FIgGsit www.fisglobal.com.

Source Capture Optimization®

An industry leading, web-based approach to Remote Deposit Capture from any

point of check presentment: consumer, small business, merchant, corporate,
branch, teller and ATM.

Visit www.sco.fiserv.com to learn more.
. call (800) 872-7882 7

*  email: victoria.lant@fiserv.com
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A Unigue Perspective

RemoteDepositCapture.com is an independent information & services

resource for the Payments Industry.
— We are NOT a reseller, solution provider, etc.
— We ARE experts in, and an open resource for the industry.
— We work with the vast majority of leading solution providers, Fls, processors.

— Thousands of Fls, corporations, businesses and consumers visit the site each month.

— We were directly involved in the formulation of the guidance and training of over 1,200
Regulators, Examiners & Auditors.

— Services
 News & Research
« RDC Marketplace
« Solution Provider Directories
« RDC Overviews
» White Paper Central
« FREE Webinars,
« Community Forums, and more.
*Contacts:

« Ed.McLaughlin@RemoteDepositCapture.com
« John.Leekley@RemoteDepositCapture.com

o
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KYC is Critical

 Customer selection and KYC

Copyright 2010, Remote Deposit Capture, LLC RDC Risk Management Update, May 2010 30

Review process at the FI — who is involved and what level of
management

Risk rating system
Elements included in decision criteria

User / Location / Account Parameters - Identify & Prevent Fraud &
Mistakes.

Client Deposit Trends — Ensure metrics, safeguards are relevant.

Availability Schedules & Holds - Don’'t make short-term loans, allow for
returns, effective way to deal with questionable items.

Balances — Competitive advantage, strengthens balance sheet,
maximizes revenues and minimizes losses.
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Change Management

Change Management

Ensure system, process and personnel changes do not negatively impact RDC
Risk Management

« Compatibility of software and hardware components

« Defined Software Update Procedures
— Internal (System, Branch, etc.)
— External (Clients)

Records Management

Assess the Process for verification by customer for compliance with contract
requirements :

— Secure retention, storage, & destruction of physical deposit items
— Electronic File Handling

« How? Legal Agreements, Training, Confirmation, Systemic Capabilities &
Monitoring

.
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Risk Reporting

 Policies and Procedures for RDC that include metrics for
reporting and risk tolerances for accounts:

Copyright 2010, Remote Deposit Capture, LLC RDC Risk Management Update, May 2010 32

Daily batch totals and account rules and limits report
* Account Selection —
« Deposit limits and amounts [Esasishdik i o oo e ieney port GonanEand rview procades
* Item amount ($) limits ot
« Random review of deposits
» Timeliness in processing of received deposits

Report Contents

83F
283
S2
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ZEFEIEIET

TCTETHma =

Monitoring and reVieW Of aCCOuntS for duplicates’ Cleanr’\gch s;::(zsedandresu\lhsy(lse?:::chchanne\used)

rejected and returned items Lt S gt v B

Monitor internal processes for separation of W\ .
responsibilities: e ——————

Regular reporting of deposits and history to identify patterns
Transaction velocity exception ($ and transactions) levels and
trends

Integration with other Risk systems for complete account risk
Report should be structured for the various levels of management
Actionability of exceptions and Sustainability

Customer reconciliation reports

3
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—

« Monitoring Process to identify potential fraudulent items
— Real-time Systems — Mitigate Risk before / as it happens

* Functionality — duplicate detection, deposit limits, pattern
identification, safeguarding check

* Restrict Functional Capabillities by location — Minimize
Fraud Opportunities.

« Foreign location identification and monitoring
* Positive / Negative Databases — The data is out there!
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Contracts and Agreements

__Roles and responsibilities __Governing laws regulations and or
___Document handling and record rules

retention requirements __Authority of FI to mandate specific
__Transmittable items controls
__Customer processes and __Information Security

procedures __Incident Reporting
___Periodic customer audits __Allocating:
___Mandating customer internal __Liability

controls (maintenance & admin) __Warranties

____Indemnification
__Dispute resolution
___Deposit limits, availability etc.
___Cut-off times
___Deposit acknowledgement
__Service termination

___Performance standards

___High risk customer limits and
exclusions

___BCP and back up requirements

be
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Risk Mitigation Parameters per User/Account ¢:

Review of all risk items with metrics.

Have limits been set for each one that can be used as a trigger for review:

Maximum # of Deposits Maximum $ Value of Deposits per
day/week/month
When is the peak period of deposits (Week of Month and/or day of week)

Maximum # of items Per day
Maximum $ Value of any item
Maximum file size (# of items
Maximum File size in mb
Maximum $ Value for ICL file
Maximum # of items or % to reject an ICL
Receipt of an unbalanced ICL Reject
Availability in days
Minimum IQA/IUA
Minimum CAR/LAR Confidence

MICR Line CAR LAR change s ALL
Number of Rejected items per week in RDC
Duplicate items presented per month
Duplicate Files (ICL) presented
Returned Items All

.
L 4
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Customer Risk Rating

Risk Category:

Type of Business (based on scale of 1 to 10 for example with 10 being the highestrisk - adult entertainment, check cashers,etc.)
New Customer (based on a scale of 1 to 10 where transaction history has been reviewed, credit reports, $ value exposure daily or
monthly, time in business)
Existing Customer (based on a scale of 1 to 10 where transaction history has been reviewed, daily balances established, $ value
exposure daily or monthly, time in business)
Consumer (established criteria to qualify for service - balances, length of time with bank, transaction history)
Daily $ volume exposure by item and total $ amount (Rate on a scale of 1 to 10 with 10 being for large dollar items and/or for large volume
of checks)
Is the customer a processor for other customers (10 point scale should rate this type of customer very high unless other proof is
provided)
Type of items being processed (IF RCCs are to be processed then customer should score a 10 on the ten point scale)
# and locations of capture sites (Review OFAC list for denied countries and persons - reject if listed, understand the nature of the
relationship -
subsidiary or their customer. The scale again would be based on a combination of type of business, volume, and relationship)
Has the site been visited and an onsite checklist been completed (Same 10 point scale with the results of the check list determining score)__|
Assign a Risk # or Grouping based on a weighted average of the above risk categories (The weighting is important to offset any
unintentional bias)

.
@
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Customer Selection Checklist

Customer selection checklist. The following should be included:

Customer Name

Customer Address and locations of additional RDC sites

Names of Principals

Names of RDC Operators_(# of staff)

Name of Person completing checklist

Type of Business (SIC Code) - Assign a Risk Category based on SIC code; Is it a processor for other customers? What types of
businesses does it process for and establish a process for evaluating each of its customers

Is this a high risk business (this could include: parties include online payment processors, certain credit-repair services, certain mail order

and telephone order companies, online gambling operations, businesses located offshore, and adult entertainment

businesses)

Years in Business

Consumer - How long with bank, other bank products, transaction history, average daily balance

Existing Business Customer - How long, transaction history, balances, existing bank products (loans, credit cards, payroll account
etc,)

New Business or Consumer Customer - Name of previous bank, 3 months of transaction history, average daily balances, other bank
products being included

Customer location evaluation - Internal IT structure (include out sourced and none where appropriate), Risk management policies
(specify and include none for small businesses) All non domestic locations must be specified and relationship to the domestic
account included

Credit Report - has one been obtained? All new customers and large depositors should be reviewed

Expected daily, weekly and monthly value of deposits and $ size of the items to be deposited; will there be any peak periods during the
week or month

What type of clearing channels will be used - Check and ACH

PCI compliance report if applicable

VISA/MasterCard terminated merchant report or ChexSystems reports if appropriate

Has the customer location been visited by an Officer or a Treasury sales person

*
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Customer Self Assessment Checklist

Develop a customer self assessment checklist. The following should be included
Customer Name
Customer Address and locations of additional RDC sites
Names of Principals
Names of RDC Operators
Name of Person completing checklist
Title of Person completing the checklist
Type of Business (SIC Code) - Assign SIC code;
Do you process RDC for your customers? What types of businesses
Do you process for and establish a process for evaluating the risk for each of your customers
Existing Business Customer - How long have you been with the bank,
Your transaction history, balances, other existing bank products (loans, credit cards, payroll account etc,)

Have you signed the banks deposit agreement
New Business Customer - Name of previous bank, 3 months of transaction history, average daily balances, other bank products
being included
Annual Revenue of Business
How long in business
Customer location evaluation - Internal IT structure (include if it is out sourced and none where appropriate),
Risk management policies (specify and include none if you do not have one)
All non domestic locations must be specified and relationship to the domestic account included
Number of Staff
How will the staff be trained on RDC
Credit Report - Do you have one you can supply?
Review any available audits (SAS 70, IT , ISO etc) that are relevant
What is the expected daily, weekly and monthly value of deposits
$ size of the items and deposits to be deposited;
# of items and deposits
will there be any peak periods during the week or month
What type of clearing channels will be used - Check and ACH
What Controls can the customer exercise over the RDC system (Access, Security)
Does the customer do background checks on employees
Does the customer have a risk management policy in place, if so describe
Have you been visited by an Officer or a Treasury salesperson? If yes, When

.
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Report Contents

Established Risk Criteria, measurements, monitoring frequency, report content and review procedures.

Items to be included include:

Reports by account that include:
Date and times of deposits
Location and operator
Total number of deposits
Total $ deposits
Total # of items
Number of files
Number of items sent for review
Number of items/files rejected and why
Number of times deposit $ levels were exceeded;
Number of items that exceeded max $ value
Number of IQA issues
Established hold and availability schedules
Clearing channels used and results(5 of each channel used)
Number of returned items (from return systems)

Ability to aggregate up or dive down for item information
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Risk Identification and Assessment

Internal Risk - IT, Security, Audit
___Customer and Account set-up
____Customerrisk assessment and assignment of a score and management approvals
____ Customerrisk parameters established and set up on RDC systems:
___Daily $ and volume limits,
____Availability,
___Locations,

___Source of Deposit (Mobile, Consumer, Business)
___Adminrights and privileges,

___Negotiability parameter checks, endorsement, audit trail and franking stamp (if used)
__Exception handling,

___Deposit Review and Approval or rejection,

___Separation of duties, assignment and revocation of roles and responsibilities
___Branch Capture process - Back counter or teller
External Risk Customer
____Customer Identification and Location

___ Customer risk assessment and assignment of a score
Credit Process
Site Security and Access

Customer personnel review and training
Document Management Process
Document security storage and destruction guidelines

Customer risk management process
Document capture process

___IT Security process and internet security procedures Network Security
3rd Party

___Outsource vendor assessment completed as per FFIEC guidelines

____SAS 70 Type Il audit in place with RDC systems

SLA's and Problem identification, resolution and escalation process
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Risk Mitigation Parameters per User/Account ¢34

Review of all risk items with metrics

Have limits been set for each one that can be used as a trigger for review:
Maximum # of Deposits Maximum § Value of Deposits per
dlay/week/month
When is the peak period of depasils
Maximurm # of items Per day.
Maximum § Value of any item
o items
Maximum File size in mb
Maximum § Value for ICL file_
Maximunm # of items or % to reject an ICL,
Receipt of an unbalanced ICL Reject
Availability in days
IQAIUA,
Minimum CAR/LAR Canfidence,
MICR Line CAR LAR changes__ALL
Number of Rejected items per week in
Duplicate i ted per month

Duplicate Files (ICL) presented
Retumed ltems. Al

(Weekof Month andlor day of week)

c

Names of Prncipals
Names ofROC Operaiors_F ofsaff

Customer Risk Rating

businesses).
Yearsin Busin

[Risk Category:

1to
of 11010

10being

creditreparts,

‘monthly.

0010

Daily §
of checks)

110 10with 10 being forfarge

provided).

# andlocs

relationship,

volume,

subsicary

Risk Identification and Assessment

Intemal Risk- T, Securty, Audt
__Customer and Account setup

T __Daiy $ and voume s,
Avaiabitty.

ocations,
‘Source of Deposit (Mobe, Consumer, Business)
Admin rights and privleges,

endorsement

Excepton handing.

Howlong, baa CredRcads payrllaccount Depost Review and Agproval ot rejecton,
otc). —
omerbenk " Branch Capture process - Back counter o teer
ExtermalRisk Customer
_ and Locaton
Customer isk assessment and assignment of a score
s Crest Process
Expected daly.
‘woek ormh Cocument Management Process

spproprise,

Document securiy storage and destruction guideines.
Customer risk management process.

Document capture pracess

I

LI L

H
H

'SAS 70 Type || audt in place with ROC systems.
SLA'.
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